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Human Digital Twin EU Projects
led by Charité Berlin 

Lead: Charité, €15Mill
2018-2023

Personalized Recommendations for 
Neurodegenerative Disease

https://cordis.europa.eu/project/id/826421

https://eosc-portal.eu/about/eosc-projects?page=5

eBRAIN-Health

Lead: Charité, €13Mil
2022-2026

https://cordis.europa.eu/project/id/101058516

Actionable multilevel health data

TEF-Health
Testing and Experimentation Facility 
Health AI and Robotics

Lead: Charité, €60Mill
2023-2027

www.tefhealth.eu

Virtual Brain Cloud

https://cordis.europa.eu/project/id/826421
https://eosc-portal.eu/about/eosc-projects?page=5
https://cordis.europa.eu/project/id/101058516
http://www.tefhealth.eu/


Secure Processing Environment

https://marketplace.eosc-portal.eu/services/secure-virtual-research-environment-vre-for-sensitive-data 

Access via:
vre.charite.de



ü IT Infrastructure with 
state of the art 
security measures 
and industry best 
practice

Critical 
infrastructure 
certification

Isolation of 
data and 
resources

ü Namespaces
ü Filter
ü Firewalls
ü proxy nodes

Encryption

ü Sensitive data is 
always encrypted by 
default and only 
decrypted during the 
actual processing

ü Unencrypted data is 
sandboxed during 
processing

Authentication 
& authorization

ü Keycloak/OpenID Connect for 
single sign-on and to authenticate 
communications between the 
frontend, API Gateway (which 
connects all back-end services)

ü Identity of users federated 
between nodes

ü Registration with form of personal 
identification 

ü Password complexity and session 
inactivity timeouts

ü Fine-grained role-based 
and project-based 
access control

ü A user may be a 
member of multiple 
projects and may have 
different roles in each 
project

ü Roles mapped to roles 
concept of GDPR

Access control

Technical and Organizational Measures





• Only after the Legal Controller approved all necessary contracts a dedicated VRE 
Project is created by a Platform Administrator and adds the specified controller and 
processor as team members
• Controller can make it available to processors for performing the processing 

operation

Roles of actors map to legal framework & governance model

Technical and Organizational Measures



EBRAINS Health Data Cloud

Metadata

Data

Knowledge 
Graph

Central Node

Data 
Gateway

Federated 
AAI

Core Services

HPC

Data

Results Data

Metadata

Satellite Node

HPC

Satellite Node

HPC
Code

Results

Data
Data

Me
tad

ata

Satellite Node

Data Platform
Co
de

www.healthdatacloud.eu

http://www.healthdatacloud.eu/


Testing and Experimentation Facility for Health AI 
and Robotics (TEF-Health)
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ESFRIEHDS2 Pilot

€60 Mill 
2023-2027 lead: Charité; 51 partner entities

Tefhealth.eu



Testing and Experimentation Facility for Health AI 
and Robotics (TEF-Health)



Other
Logistics

Living

Robotics ass. & rehab

Robotics 
surgery

Detection of 
tumors from 
imaging

Prevention, 
diagnostics, 
treatment, 
rehabilitation, 
health

Monitoring long-term 
conditions

Doctors’ decision 
making support

TEF-Health Use Cases



TEF-Health Services

Virtual Testing Centers

Physical Testing Centers

Education

Clinics, AI, Robotics

Ethics, 
Legal

Business

Certification

Standards



https://startups.eithealth.eu https://community.eithealth.eu/

Services for Startups and SMEs



Partnering with European Digital Innovation 
Hubs (EDIH)

https://s3platform.jrc.ec.europa.eu/



Partnering with #euCancerImaging

https://digital-strategy.ec.europa.eu/en/policies/cancer-imaging



AI Regulatory Sandboxes



Users with Accounts: 

6000



Ritter, P., M. Schirner, A. R. McIntosh and V. K. Jirsa (2013). "The virtual brain integrates computational modeling and multimodal neuroimaging." Brain Connect 3(2): 121-145.  



https://ebrains.eu/service/the-virtual-brain

EBRAINS ESFRI Research Infrastructure

Access control, encryption and sandboxing



Container workflows for building digital twins



https://ebrains.eu/service/the-virtual-brain

EBRAINS ESFRI Research Infrastructure

Access control, encryption and sandboxing



Schirner, Domide, Perdikis, Triebkorn, Stefanovski, Pai, Popa, Valean, Palmer, Langford, 
Blickensdörfer, van der Vlag, Diaz-Pier, Peyser, Woodman, Zehl, Fousek, Petkoski, 
Kusch, Hashemi, Marinazzo, Mangin, Flöel, Akintoye, Stahl, Deco, McIntosh, 
Hilgetag, Morgan, Schuller, Upton, McMurtrie, Dickscheid, Bjaalie, Amunts, 
Mersmann, Jirsa , Ritter Brain Simulation as a Service: The Virtual Brain on 
EBRAINS. (2022) Neuroimage

Multiscale Co-Simulation



In-Silico Deep Brain Stimulation



https://ebrains.eu/service/the-virtual-brain

Linking TVB and Digital Atlases

Access control, encryption and sandboxing



Integrating data from digital atlases into brain models – using standardized spatial 
reference spaces



Integrating data from knowledge graphs into brain models – using standardized spatial 
reference spaces

Stefanovski, Triebkorn, Spiegler, Diaz-Cortes, Solodkin, Jirsa, Randal McIntosh, Ritter; for the Alzheimer’s Disease Neuroimaging Initiative (2019). Linking molecular pathways and 
large-scale computational modeling to assess candidate disease mechanisms and pharmacodynamics in Alzheimer’s disease. Frontiers Computational Neuroscience 



https://ebrains.eu/service/the-virtual-brain

Connecting The Virtual Brain to a Virtual Robot

Access control, encryption and sandboxing



Perdikis et al.

Robotics & Behavior

Schirner, Deco & Ritter (2023) Learning how network structure 
shapes decision-making for bio-inspired computing. 
Nature Communications (in press)



Ethics and Outreach EU Parliament Lunch Debates

2022

2021



Thank you!


